#Hi KOS-CERT

'Y | o o0 MIESIA NACIONALE PER SIGURI KIBERNETIKE
® o ® MNATICNAL COMPUTER SECURITY UNIT
o® MACIONALNA JEDINICA ZA KOMPJUTERSKU BEZBEDMNOST

RFC 2350 description for KOS-CERT
(National Cyber Security Unit)

1. About this document

This document contains a description for the National CERT of Republic of Kosovo according to RFC
2350. It provides basic information about the CERT, the ways it can be contacted, describes its
responsibilities and the services offered.

1.1. Date of Last Update

This is version 1 of 15/10/2016.

1.2. Distribution List for Notifications

There is no distribution list for notifications. Any specific questions or remarks please address to
the KOS-CERT mail address.

1.3. Locations where this Document May Be Found

The current version of this CERT description document is available from the KOS-CERT website -
https://kos-cert.org/en/aboutus.
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2. Contact Information

2.1. Name of the Team

KOS-CERT, Kosovo National Cyber Security Unit.

2.2. Address

Regulatory Authority for Electronic and Postal Communication
KOS-CERT, Kosovo National Cyber Security Unit

St.Bedri Pejani no. 23,
10 000 Prishtina,
Republic of Kosovo

2.3. Time Zone

GMT, Greenwich Mean Time
(GMT+01, from the last Sunday in October to the last Saturday in March)

GMT, Greenwich Mean Time
(GMT+02, from the last Sunday in March to the last Saturday in October)

2.4. Telephone Number
+381 38 200-28563;

2.5. Facsimile Number
+ 38138212 399;

2.6. Other Telecommunication
None available

2.7. Electronic Mail Address

For the incident reports, please use the address reports@kos-cert.org.
For the non-incident related messages, please use the info@kos-cert.org.
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2.8. Public Keys and Encryption Information

For the incident related communication, you can use this key:

Version: SKS 1.1.5
Comment: Hostname: pgp.mit.edu

MQENBFgkL7gBCAC3z3y16BeCbBKRASHOhopgd8yu8go9x8hPDSXgc5dFVoIP11LZzkhCNHBY
Z2g4bbUkwg3VnxBUCT7+p990cnd4 tX+AVDwzUuHS+QcEV+mGVXDkt 9g2 0RWJEUECSGrAD1h86JG
BP112SYrU+eKm2FpKcT2hU36rAFBH2UdsK5/EJONEKUipSkrPC3re9D99kSwiLYuCiWsOYCE
yKmyRRYExfifO7YPgaoYZs6630eIQPY11ImLRZHEHABx/1GK5RAgxxLIQE006wWwGbBuUrHLsM/ 1
+CWV68HGeljf6T2e30EhRYRaQWS1udQpkvbPUOxgl5uQvecZiZ /WgVtxBIrujxLUPJMGZABER
AAGOOktPUylDRVJUIFJFUE9SVFMgKE1uY21kZW50IHJ1cGO9ydHMpIDxyZXBvcnRzQGtveyl]j
ZXJ0Lm9yZz6JATKEEWEIACMFAl1gkL7gCGWwMHCwk IBWMCAQYVCAIJCgsSsEFgIDAQIeAQIXgAAK
CRC41ade+7N4xEBUCACDA8fWrLtC4GyVTIDw6BTwkMZQOX0J1SVeQXmmfnJuwk7JYmB++3mLkH
4SmjR83u9AV4IYh9TadqtvDADv1prK4uDGtteve+52I0JI2P1398QL8UAIT4eDGEN/pnP8mD
X104UJYAlPxrIWxOEow+gkYhfy5+T9dG4whxvGCDxbX4gBlkzEy2yoIxxtVPHix50AcuGddk
SAOMOfGan7foQOBVMUMXK6/MeUiV8VD51IyaPF10kIwB/pIwHm8uZbMHz/ONLtz71vcldas0
71h6+0E+B93hfk4J9gvMynz70KRg/2BQjBbaY/0aBRIbOcb7cBbtC8CMGQsPAi3jYHY/G8AZ
UQENBFgkL7gBCADMHNXDbWIOUG6IFh3joVI9gSuKiBN7S6SjQeuukKQ4fuvuZuP{fG+ZhJYPIceTG
PSuPlGaTCSUSkNxK2vcSO4AtgKmEB8GMMkC8US1yisFDCwa3gMwI+3Js4yoRAefeOnHOx1A+4
r3V6ZToHv03h3gbH2ulpYIpA40Y0ULlhS9VRB4A3KGWSPFL2wonRCpgofSamGDExvsVzdntYaQ
BOde7DCiKNc1lb4Ubwdab6NpbB62DoH3h5DnP2orfGth0zGRPNry906TEAZCYH7TKgL4eWS5dQTW
hlgZri3jKplgQby4wVupYO6A90EAZ1EP8pE2+KYgkt 3momwMypbV4DrX/Juh/iTJRRDBABEB
AAGJARSEGAEIAAkKFAlgkL7gCGwwACgkQuUImMnXvuzeMSu4Af+JIJLkCNCQOMy1l1i2BOtCQlxrX+qw
PYpPMoTfZDtAsqWxIBhOKLt fwWid /b0VZaIOune2GQupn8J0T2PN7ZN1FOVmM2F40hZ/0gPCDC
5dUkafglKOUwPHgk9TzuVswaSJvn+Ud3WuSI9cOgzmLu8OKNBUwhM/s5PLvUQJw3DBhUmMJIPG
zt2CeG1lSg45B9/kbBzc50SNIJKxcUvwrZnbUWpvEi4Lt5£f0foVQ3rnRY/+44xz+GrPtSSUNE9
eipSv7I2Xw+FAM80cKalQjkIhX5dHJIdB2Q5ePUXT8kRhQX6vmAGdLeJylsw2SHTCEYYgCEV6
OCrxF6+RkbR4f+bNyAivo/UM2dKESQ==

=FSrY

uid

KOS-CERT REPORTS (Incident reports) reports@kos-cert.org

Key fingerprint=27D5 C22D 4281 283F 8908 8Al17 B889 A75E FBB3 78C4
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For the non-incident related communication, you can use this key:

Version: SKS 1.1.5
Comment: Hostname: pgp.mit.edu

MQENBFf3UCMBCACU5D+neA7kAFbI7ThRNILKSAzOVDYh2ERpgOHSkxWw5SknG1lmjdbNiXCyyt
NY6sHnk61TegckVV2UKmk1zREBWXuUn+jvyi3M4wo9runp6ulUQ3ahdKw9X8+zyWlxdgsTEfZH
GeCFOCvhvMvN5+vuU9zgNmzoB4F11XywyCIRUnVK2/aITj9Ggbel zFKAKAXFDeMcsFWY189h
Fdb6HkYCzoIvjICxMGODtkZviIrHnYKEdQODLeIixrf4Mg2VDNwjUZukDWZj4gMuoxmPXzsYb
IAJBWEVYbEOGTOT7cmDOaigKEFNofPANU30R34CSv7YirERXQNFN2HXOvFaof44RLWIhpABEB
AAGOTIUtPUy1DRVJUIE1ORK8gPGluZm92a29zLWN1cnQub3JnPokBOQQTAQgAIWUCV/dQIwIb
AwcLCQgHAWIBBhUIAgkKCWQWAgGMBAh4BAhe AAAOJEOr6LIbx1sffKRwH/jz4w]j67uoWGAdC6E
Sfs785JcltvilHZufg6oug5ScI0GuEFbygbQrxxNgJr6+tjAYOdhCyQHUXtmNHGKVtZwi8ix /G
HwoTCcAQgBUJO6KYLBS8nF+N5p5bUKX1yCPCOgSNYncqg7VVyyvggN5vX/R1lbmfG6zajMyNcZ
wY+Usd/sAg9e821i6rGB+LYmgici+jp8KA21w0oWkTDtg6Wo6WE2I /vcp4CNIHKPEPVNNVrDF
325AdTKsyi1483s5Bpliz52304N4VSK5/2vvIYTRNn0d0pMKpgms I+NXHarVFQllsbrwpQyVI
UO0aXfmYsFnM05BdzC3f72LaQe0OgPUgDzwzyKc2Ua5AQ0EV/dQIWEIAK48Khd2FCmfyfxr1nFG
z1eM/2zCR+YRmBz+TJWeN8CzOEQuZyTvDvLWItPcvDLtFDfmObNrzzL4j91Re7MBbTnmoki4
G69eEtgh6JtwkvT/0z70/HVBUQKi2Zcregqh6A04M2mNcUuhHvLpt fmhCPfS7YG4Pp6dUXmyM
P60+MGniLxNUk2bqOXxcGLoz4TLFgt/IK7K8VAGAJ+mV3V6OMTL2w4AhAXW+kwd1HiNGoEPdKc
U79ktIh65rZfXdGyuQL5087tDHWCEP2e7nBKVPp6YiR/sfDHIXF1voDXiE3ca2ZKYJHkksxey
YbXfgJcxgQvpG8fopu2dFTNvOktKLoox/dsAEQEAAYKBHWQYAQQACQUCV/dQIwIbDAAKCRDg
+1yG8dbH3wa6B/9mkrT/zphOueGky9Z25N0zLMt064knnLKS1G71DBbyO00SHLGX1gp3d7e85
As2w/g+2J1gdZ3dEIjzwc7Guegz6j4iG0yrJtFSWaihdN72zTz1A0z2v0tsgZiPuuORgQGbFEI
U0tN04/1n035xG61iGNvIgbK5Gfz6L+J5RAZvB20+£gS6bkIGEA4WOSsrtKD4nOgUJ6+jBwzR4
US1zDloZKJaWb2Rmw3ipbaVNH1GVoJtRri44UBL+1Q9tUNuDREVN+2miQhnlOQNoggrnfHPP
YRRB31Rna¥5vVxCnjiBWLL93da84Cbfwm7DZNyfjrl1LwEFn7zvEYH1LXg7s4arooUxDDx4C
=fg03

uid

KOS-CERT INFO infolkos-cert.org

Key fingerprint = 0470 9CFC 8D98 7E4D 21F5 8F3C EAFA 2C86 F1D6 C7DF

Faqe 4nga 8

Address: Rr.Bedri Pejani No. 23, 10 000 Prishting, Republika e Kosovés
Phone: +381 38 200-28563; Fax: + 381 38 212 399;

E-mail: info@kos-cert.org; web-site: www.kos-cert.org


mailto:info@kos-cert.org
http://www.kos-cert.org/
mailto:info@kos-cert.org

2.9. Team Members

The KOS-CERT Unit team leader is Shpend Lutfiu. A full list of KOS-CERT team members is not
publicly available. Team members will identify themselves to the reporting party with their full
name in an official communication regarding an incident.

Management, liaison and supervision are provided by Mr. Kreshnik Gashi, Chairman of Board,
Regulatory Authority for Electronic and Postal Communication.

2.10.0ther Information

General information about the KOS-CERT can be found at www.kos-cert.org.

2.11.Points of Customer Contact

The preferred method for contacting KOS-CERT is via e-mail. Incident reports and related issues
should be sent to the address reports@kos-cert.org. This will create a ticket in our tracking system
and alert the human on duty. For general questions please send an e-mail to info@kos-cert.org.

If it is not possible (or not advisable for security reasons) to use e-mail, the KOS-CERT can be
reached by telephone at +381 38 200-28563.

The KOS-CERT's hours of operation are generally restricted to regular business hours (08:00-16:00
Monday to Friday except holidays).

3. Charter

3.1. Mission Statement

The National KOS-CERT Unit plays a key role in safeguarding of electronic communication networks
and services and its users in Republic of Kosovo. Our goal is to help them to effectively face security
challenges, coordinate actions to solve the security incidents and effectively prevent them.

3.2. Constituency

Our constituency are Operators of Electronic Communication Networks and Services and its users
in Republic of Kosovo.

3.3. Sponsorship and/or Affiliation
KOS-CERT is functional Unit within Regulatory Authority for Electronic and Postal Communication.
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3.4. Authority

The National KOS-CERT Unit operates under the auspices of, and with authority delegated by, the
Law of Electronic Communication. Operates within the bounds of the Republic of Kosovo
legislation.

The KOS-CERT expects to work cooperatively with system administrators and users of Electronic
Communication Networks and Services, public and private sector in Kosovo.

4. Policies

4.1. Types of Incidents and Level of Support

The National KOS-CERT Unit is authorized to address all types of computer security incidents which
occur, or threaten to occur, in our constituency.

The level of support given by KOS-CERT will vary depending on the type and severity of the
incident or issue, the type of constituent, the size of the user community affected, and KOS-CERT's
resources at the time, though in all cases some response will be made within one working day.

Note that no direct support will be given to end users; they are expected to contact their system
administrator, network administrator or their ISP for assistance. KOS-CERT will support the latter
people.

KOS-CERT is committed to keeping its constituency informed of potential vulnerabilities, and
where possible, will inform this community of such vulnerabilities before they are actively
exploited.

4.2. Co-operation, Interaction and Disclosure of Information

All incoming information is handled confidentially by KOS-CERT, regardless of its priority.
Information that is evidently very sensitive in nature is only communicated and stored in a secure
environment, if necessary using encryption technologies.

KOS-CERT will use the information you provide to help incident response coordination.
Information will only be distributed further to other teams and members on a need-to-know base,
and preferably in an anonymized fashion.

The KOS-CERT operates within the bounds of the Republic of Kosovo legislation.
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4.3. Communication and Authentication

E-mails and telephones are considered sufficiently secure to be used even unencrypted for the
transmission of low-sensitivity data. If it is necessary to send highly sensitive data by e-mail, PGP
will be used.

If it is necessary to authenticate a person before communicating, this can be done either through
existing webs of trust (e.g. TI, FIRST) or by other methods like call-back, mail-back or even face-to-
face meeting if necessary.

5. Services

5.1. Incident response coordination

The KOS-CERT coordinates the response effort among constituencies involved in the incident. This
includes networks and services that are provided by electronic communication operators of
Republic of Kosovo. The coordination work may involve collecting contact information, notifying
sites of their potential involvement (as victim or source of an attack), collecting statistics about the
number of sites involved, and facilitating information exchange. Part of the coordination work may
involve notification and collaboration with law enforcement agencies and other local and national
CERTs with the focus protection of users of electronic communication networks and services.

This service does not involve direct, on-site incident response.

5.2. Awareness Building

KOS-CERT Unit will prepare a security alerts including:
o Safety warnings for the public. These alerts contain brief information that is clear for
understanding from home computers user, in order to protect themselves to the internet.
o Safety warnings for specific needs of the constituency. These alerts provide timely
information on the current situation and the activities that pose a threat to operators of
electronic communication networks and services and their users.

Performing this service seek opportunities to increase security awareness through developing
articles, posters, newsletters, web sites, or other informational resources that explain security best
practices and provide advice on precautions to take. Activities may also include scheduling
meetings and seminars to keep constituents up to date with ongoing security procedures and
potential threats to organizational systems.
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6. Incident Reporting Forms

The form is available on the following (https://kos-cert.org/raporto incident en).

7. Disclaimers

While every precaution will be taken in the preparation of information, notifications and alerts,
KOS-CERT assumes no responsibility for errors or omissions, or for damages resulting from the use
of the information contained within.
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