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Kapitulli

Krijimi i celésit tuaj PGP

Né jetén e pérditshme do té keni raste té ndryshme kur keni té beni me
dokumente apo emaila té klasifikuara apo sekrete té cilat duhet ti shkémbeni mes
partnereve tuaj apo edhe pérmes CERT-eve t€ ndryshme né boté. Ményra mé e
miré dhe e rekomanduar pér kété éshté pérmes ¢elésit PGP (Pretty Good Privacy)
. Ka ményra t€ ndryshme pér gjenerimin e kétij ¢elési dhe mé e rekomanduara pér
sisteme operative t&é Windows éshté pérmes aplikacionit GPG4Win t€ cilin mund
ta shkarkoni né linkun:
https://www.gpgdwin.org/download.html

U rekomandoj qé ta instaloni komplet kété aplikacion, s¢ bashku me té gjitha
opcionet qé rekomandohen aty pérfshi edhe ate Kleopatra.

¥ Gpgdwin Setup E]

GPG\\‘\MN Completing the Gpgawin Setup
Wizard

Gpag4win has been installed on your computer.

Click Finish to close this wizard.

Show the README file

Click here for the project's homepage
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https://www.gpg4win.org/download.html

Pasi qé e instaloni aplikacionin atheré e shtypni ikonén né Desktop m ;
qé te startoni aplikacionin.

Pasi qé e startoni pér heré té paré aplikacionin GPA dhe nése nuk keni ndonjé cels
té gjeneruar ende né té atheré do t'u ipet mundésia qé té gjeneroni ¢elésin tuaj té
paré PGP.

Generate key

Please insert your full name.

Your name will be part of the new key to make it easier
for others to identify keys.

Your Name:

Forward l
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E shénoni emrin tuaj t€ ploté. Ky emér do té jeté ai publik pér ju qé té
identifikoheni pastaj.

=lolx|

Generate key

Please insert your full name.

Your name will be part of the new key to make it easier
for others to identify keys.

Your Name: |Besnik Limaj

Forward| Cancel

vazhdojmé mé tutje dhe e shénojmé sakté emailin tuaj pér té cilin doni t€ gjeneroni
celésin PGP.
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Z -1o] x|

Generate key

Please insert your email address,

Your email address will be part of the new key to make it
easier for others to identify keys. If you have several email
addresses, you can add further email addresses later.

Your Email Address: Ibesniklimaj@gmail.com

Back | Forward| Cancel

E shtypim butonin Forward.

is recommended that you create a backup copy of your
new key, once it has been generated.

Do you want to create a backup copy?

1| (% Create backup copy!

" Doit later

Back l Forward| Cancel

Pasi qé e shtypim prap butonin Forward dhe Celési juaj gjenerohet ...
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& GNU Privacy Assistant - Generate key - 10| x|

Generate key

our key is being generated.

“Even on fast computers this may take a while. Please be patient.

Back Forward] Cancel

Pasi gé gjenerohet Celési PGP ai duhet té mbrohet me njé Passphrase.
KUJDES! Mos e harroni kété passphrase pasi qé ajo do t€ jeté kyce né cdo
enkriptim dhe dekriptim té€ ndonjé mesazhi apo ndonjé dokumenti.

’ | Enter passphrase

Passphrase |eeessesses

quaity: [HENNEZEINENI

oK Cancel |
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Pasi qé e kemi gjeneru celésin toné PGP dhe ai u paraqitet né tabelén KEY
Manager éshté nevoja qé Celésin publik ta dergojmé né servera publik apo
publikojmé. Kété e béjmé nése klikojmé me klik té djathté té€ mouse-it mbi emrin
toné qé e kemi né listé té€ Key Manager. Pastaj aty del njé meny si né figuré dhe e

shtypim Send Keys. A
- e = D|i<_'u
File Edit Keys Windows Server Help ‘

= 8 & A & | ¢| 0 % | 2 B 0
Edit Delete Sign Import Export | Brief | Detailed | Preferences Refresh Files Clipboard Card

R Key Manager

Created 4 | Expiry Date 4 | Owner Trust 4 | Validity 4 | User Name

=<, P 791ECCB7 2015-04-17 never expires U Besnik Limaj <besniklimaj@gmail.com>

1) Copy
[] Paste
@ Delete keys

&« Sign Keys...
Set Owner Trust...
%= Edit Private Key...

@& Export Keys...
Refresh Keys

Backup... .Z.l

The key has both a private and a public part
The key can be used for certification, signing and encryption.
User name: Besnik Limaj <besniklimaj@gmail.com>
Key ID: 791ECCB7
Fingerprint: C2AA 76B5 5917 E53D 2145 7891 6794 0C40 791E CCB7
Expires at: never expires
Owner Trust: Ultimate
Key validity: Fully Valid
Key type: RSA 2048 bits
Created at: 2015-04-17

| Selected default key: 791ECCB7 Besnik Limaj <besniklimaj@gmail.com>

Pasi qé e shtypim butonin Send Keys ato publikohen né serverin publik si me
poshté.

X|

The selected key(s) will be sent to a public key
server ("hkp://keys.gnupg.net").

Are you sure you want to distribute this key?

Yes .. .o No
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Né qofté se déshironi qé ta ruani gelésin tuaj publik si txt file né menyré gé ta
shpérndani mé tutje individualisht gjaté dérgimit té emailave atheré até e béni né
kété ményré. NE listén e celsave né Key Manager si né figuren mé poshté e keni
opcionin Export Keys kur klikoni me klik té djathté me mouse mbi emrin tuaj
apo até cels té cilin doni ta exportoni si njé txt file.

' ‘ o] x|

File Edit Keys Windows Server Help

mﬂ&ﬁd}@@\%’@@ﬂf

Edit Delete Sign Import Export | Brief | Detailed | Preferences | Refresh | Files Clipboard Card

ﬁ Key Manager

- KeyID 4« | Created « | Expiry Date | Owner Trust 4 | Validity 4 | User Name =
=& P 791ECCB7 2015-04-17 nevers [-J Copy ully Valid  Besnik Limaj <besniklimaj@gmail.com>

[J Paste >
3 Delete keys
&« Sign Keys... g
Set Owner Trust...

& Edit Private Key... 4

i

Refresh Keys k
Send Keys... § ;'

<« Backup... | i

The key has both a private and a public part
The key can be used for certification, signing and encryption.
User name: Besnik Limaj <besniklimaj@gmail.com>
Key ID: 791ECCB7
Fingerprint: C2AA 76B5 5917 ES3D 2145 7891 6794 0C40 791E CCB7
Expires at: never expires
Owner Trust: Ultimate
Key validity: Fully Valid
Key type: RSA 2048 bits
Created at: 2015-04-17

. Selected default key: 791ECCB7 Besnik Limaj <besniklimaj@gmail.com>
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E zgjedhni lokacionin ku doni ta ruani si txt file

c keys tofile x|
Name: |Besnik-Limaj-gmail-public-key.b(t
i
Saveinfolder ¢ | [, [=) Desktop || Security Keys Create Folder
Places | [Name ~ [Size [Modified s
7 Search
@ Recently Used
‘:v
[~ Desktop
& Local Disk (C:)

» Local Disk (D:)
.# DVD RW Drive (E})

iR S =
Cancel J Save |

Posa ta ruani si txt file, ¢elési juaj publik e ka pérafersisht kété forme si ¢elési im

publik
£ 2j-gmail-public-key - Notepad =10 x|}
File Edit Format View Help
|-——-- BEGIN PGP PUBLIC KEY BLOCK----- 23‘

version: GnNuPG v2

MQENBFUXC /0BCACZ1j6jCL3KazPFa47kzxmM+PAyOhkhDRaAb9hP1paBHBuUKxYTAb
3gSN3p+69yd01+tBSZSwN+rywygF1ZKb?xqw4aaO7y9HDLBBeEIQDwamPCEDZQSZ
1J04G04R373v3DzZmgedEwa2//g30,/01dfN3zqz1PIDIgUCMHXIWZ90PK7pInCThO
NN/YE /hjyPNGXNw6ZFCOENDal8rwTWEK2mINANAdGZ SARP8Xg21PrpuHIiihi4Tt
3pQvalQBdjuncBGKIbybCY0gyF1d9nidt4MQbgqohsTOORmVi98cxoxXhghx7 JyHE+
86mRPtqk3od1oqcpagYﬁMuKOONdeEwZ7EH1ABEBAAGOJEJ1c25gayBMaw1ha1A8
YmvzbmlrbGltYwpAZ21hawwuY29tPokBOQQTAQGAIWUCVTEL+QIbAWCLCQQHAWIB
BhUIAgkKCWQWAGMBAh4BAheAAAOJEGEUDEBSHSY3NbMH/ jwdul /cDowtov74mvli
RchZuoTs3t58PjUIeKSzodBQRyAFyze44YX/0e9KRncjTdekQGGtSea4m7d/Er
IeoKGqPwWOM+01copKepuacPX7ZgeEhzDcMpwHBeX0kG61d8428zRGZ7XI05HZ8FHp
Bip97pGg5d/CcvQhPiBlwz22ku5/mWFHr 2gCgyBVO5TBIPQhzDT T SOCXeRQUIOYBH
HOJhB63cu7gpslCuwjiyuaI7 jvwe20Hw] cuCQXozwwmko+p9egg2hittz1+1T4YR
00XqgcwPIbX784pCr 3yt iRm7 IRFbqSLIHK1r TKpAywBnl1wd avP4XexnDe2diGuUh
+PW5AQOEVTEL+gEIAK3Rb+yb5z/sAVY/EwoMwr cQT 6F YL1WTA4MVI+I7bXBOOHLB
KHh1/Due/AWCXm7F orcc0F92ww5HchHchxsjij7/e9031ge3sx91rMRancF
kaJYb8RYw002x9AU7/YchszvrXOG7fWVLFcQ9quvM4TY08 SFeNNnpdvTgNsG
XuHYKYT+gmc4 jVv54 zAKk+ /B6ZPFcacRpOWgGvnaDzwxxvt7dg/AXrr3epoxZM8o6
aa/3Q PwFGBfKUbjt8F/vkdwfxdmpzprxgwanwav3eySJ3047ckf910AM6Mk0J
C+CCPN+1R1gMybwaxdqIMACS5rh7tdiUGNT 6ZD6EAEQEAAYKBHWQYAQQACQUCVTEL
+gIbDAAKCRBNTAXAeR7MTEpHCACANWTQaLh6R/gsMFZBIOUEETKTSTERZeDdM2Vr 0
dEK09TjG3wbxDww3xyci3a0XCifX7BfHwpyCfcInnK3IZ+pRaQ730BIZwU9yDSHZ
yfkQtCJj/E3HLRDGKRXQFYpPVR]i1veM6N8rpleFwnQv418wr1/AvDInjniw06/tMY
1drhieyl1EQ1Xc3X+/STNuMpzQhp6EV+MuucR3NQ/qdoGoYVy3bowv7puyfcokvqu
qIZw6xG/1XHYhv7Pm8h/dxzxjLOjTPOCDdtclovDoXYdg/GIZGudbH/9Z01EBS4 e
LicteuiIgBIjcbn4/3j36kDBGCqv3i8PaxXRBg8WrgDaKsus0

=azxx
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Kapitulli

Importimi i celésit publik

Pasi qé e keni gjeneruar celésin tuaj dhe e keni publikuar até, atheré pamgitet
nevoja qé ti vendosni né rrethin tuaj celsat e partnereve apo miqve tuaj me té cilét
do té keni nevojé qé té shkémbeni ndonjéheré mesazhe apo dokumente té
enkriptuara.

Kété e beni né kété ményré.

Fillimisht shkoni né linkun http://openpgp.quelltextlich.at/slip.html ~ ku ju
paraqitet njé faqe si mé poshté né té cilén e kérkoni emrin e atij/asaj qé u
intereson dhe qé e ka publikuar gelésin publik. Né princip kété ¢els pgp publik,
personi né fjalé ua dérgon kur i shkémbeni emailat, por nése nuk ka ndodhé kjo
atheré si ményré alternative mund ta gjeni edhe né kété ményré.

« C' [ openpgp.quelltextlich.at/slip.htm|

OpenPGP key paper slip generator

Key search expression: | Search! |

(e.g.: Use “Gabnel Wembers"™ (without quotes) to search for keys of Gabriel Wemberg)
{(e.g.: Use “0x842IF1 1C” (without quotes) to search for the Kay-ID 0x8421F11C)

10
GPG4WIN USER MANUAL
Autor: Besnik Limaj


http://openpgp.quelltextlich.at/slip.html

P.sh. nése e kérkoni emrin tim mund t' gjeni disa ¢elsa t€ ndryshém pér emaila té
mi té ndryshém .

&~ C' | [ openpgp.quelltextlich.at/slip.htm|?query=besnik+limaj

OpenPGP key paper slip generator

Key search expression: besnik limaj ] Search! |

(e.g.: Use “Gabniel Wembere™ (without quotes) to search for keys of Gabriel Wemberg)
0x8421F11C” (without quotes) to search for the Key-ID 0x8421F11C)

(e.g.:Use”

Results for "besnik limaj"

dense slips
Besnik Limaj <besniklimaj@gmail.com>
{ 2048 bit RSA key C2AA76B55917E53D2145789167948C40791ECCEB7, created: 2015-84-17 xelatex latex pdf
Besnik Limaj <besnik.limaj@encysec.eu> Selates itex df
2048 bit RSA key ©89907B8268B4F67F81994F139BFDEF91A289323, created: 2016-26-24 ST e pat

Né ményré té njejté psh uné e kérkova Artan Dreshaj dhe mé doli Fingerprint i
tij qé e kam highlicht me ngjyré t€ verdhé e qé éshté si né foto
0BCC2C8457B36921164F843B1E217A22C757E405 ... E  selektojmé  kété
Fingerprint dhe e kopjojmé (Copy né memorije)

€« C' [} openpgp.quelltextlich.at/slip.htmI?query=artan+dreshaj e

OpenPGP key paper slip generator

Key search expression: |artan dreshaj | Search! |
=" (without quotes) to search for keys of Gabriel Wemberg)
without quotes) to search for the Key-ID 0x8421F11C)

Results for "artan dreshaj"

dense slips sparse slips
Artan Dreshaj <artan.dreshaj@rks-gov.net>
‘ (&) 2048 bit RSA key @BCC2C8457836921164F843B1E217A22C757E405, created: 2016-06-23 xelatex latex pdf xelatex latex pdf
best for cutters SC1SS01S

No bounding boxes. No
superfluous space between | Each slip is wrapped in a
description | individal slips. Cutting marks | box. and the boxes are
(cut between the "+ marks. | separated by some space.

not along the lines).
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Pasi qé e kemi kopjuar Fingerprint té personit qé na intereson, atheré né Key
Manager, gjendet menyja larté qé quhet Server. Pasi ¢ klikoni né té e keni

opcionin Retreive Keys.

| File Edit Keys Windows | Server Help

=

> 8 & 4 — % 2 B 0
Edit Delete Sign Import | Send Keys.. Preferences | Refresh | Files Clipboard Card

R Key Manager

Created «

Expiry Date 4 | Owner Trust « | Validity 4 | User Name

Fully Valid

=L, P 791ECCB7 2015-04-17 neverexpires Ultimate Besnik Limaj <besniklimaj@gmail.com>

< ‘ ' |

The key has both a private and a public part
The key can be used for certification, signing and encryption.
User name: Besnik Limaj <besniklimaj@gmail.com>
Key ID: 791ECCB7
Fingerprint: C2AA 76B5 5917 E53D 2145 7891 6794 0C40 791E CCB7
Expires at: never expires
Owner Trust: Ultimate
. Key validity: Fully Valid
Key type: RSA 2048 bits
Created at: 2015-04-17

| Eesmek el SRS A AL s L L Uil

E shénoni Fingerprint té cilin e keni kopjuar nga webfaqja

http://openpgp.quelltextlich.at/slip.html dhe shtypni butonin OK qé ta importoni

né Keyring tuajin.
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Which key do you want to import? (The
key must be specified by key ID).

Key ID: 7OBCC2C8457836921164F84381

QK Cancel
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Kapitulli

Enkriptimi dhe dekriptimi i
dokumenteve

Enkriptimin e dokumenteve ju rekomandoj qé ta béni pérmes
aplikacionit

™ Kleopatra
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Até mund ta gjeni nése kur e shtypni butonin Start né butonin e kérkoni Kleopatra
dhe u del aplikacioni si né foton mé poshté.

Programs (1)
(| Kleopatra

J) See more results

I kleopatral @ Shut down i bl

o 0 SO @ =

Pasi qé e startoni aplikacionin Kleopatra né menyné larté File e keni opcionin
Sign/Encrypt Files dhe poashtu Decrypt/Verify Files

File View Certificates Tools Settings Window Help

55 New Certificate... Ctrl+N Redisplay ) Stop Operation | @% Lookup Certificates on Server Ey Clipboard
&b Lookup Certificates on Server... Ctrl+Shift+I
[z Import Certificates... Ctrl+1 rtificates |
s Evoni Certibeates.. . ValidFrom | ValidUntil |  Details |  Kkey-D
Export Secret Keys O16:06:24 OpenPGF 14872998
Ig =Xp e 2016-06-24 OpenPGP 1A289323
4 Export Certificates to Server... Ctrl+Shift+E  2015-04-17 OpenPGP 791ECCB7

=i Decrypt/Verify Files...

imzd Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

€ Close Ctrl+W

Quit Ctrl+Q

E zgjedhni né cilin folder e keni file té cilin doni qé ta enkriptoni. Psh né rastin im
¢ kam njé file g¢ quhet An Introduction to Cryptography.
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@Ov [l ~ Friends = Encrypted files + Shembull v & [ Search Shembuil @

Organize v  New folder = v~ 0 @
S Favorites 21 Name ~ I Date modified | Type
Bl Desktop F1 An Introduction to Cryptography 6/25/201611:02PM  PDF Document
ﬁ Downloads

“E] Recent Places

4 Libraries
Documents
J’ Music
[/ Pictures
E# Videos —

*& Homegroup

% Computer ;I < | _.’J

File name: IAn Introduction to Cryptography EI IAII Files (*.%) El

Open I Cancel |

Pasi gé e zgjedhim file té cilin do ta enkriptojmé, u dalin opcionet se si doni ¢ ta
enkriptoni. Shtypni butonin Next.

O Sign/Encrypt Fles L2l x|
What do you want to do?
Please select here whether you want to sign or encrypt files.

Selected file:
* C:\Users\AZTECH\Desktop\Security Keys\Friends\Encrypted files\Shembull\An Introduction to Cryptography.pdf
I~ Archive files with: ITAR {PGP®-compatible) LI

Archive name (OpenPGP): b evs\Friends\Encrypted files\Shembull\An Introduction to Cryptography.pdf.tar €3 g

Archive name (S/MIME): l(eys\Friends\Encrypted files\Shembull\An Introduction to Cryptography.pdf.tar.az €3 g.l
" Sign and Encrypt (OpenPGP only)
(¢ Encrypt
€ sign
[~ Text output (ASCII armor)
[~ Remove unencrypted original file when done

<ack || mext> Cancel
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Pastaj u del lista e atyre qé i keni né rrethin tuaj (keyring) dhe i zgjedhni
individualisht pér cilét doni qé ta enkriptoni kété file dhe shtypni butonin Add.
Mos hatroni gé ta selektoni edhe vetén tuaj sepse pérndryshe nuk do té mund qé
ta dekriptoni file pastaj.

21 x|
For whom do you want to encrypt?
Please select for whom you want the files to be encrypted. Do not forget to pick one of your own certificates.
ISearo‘;. W ]AII Certificates LI
Name e E-Mail Valid From Valid Until ;.I
i Rexhé Berisha rexhe.berisha@rks-gov.net 2016-06-23
- Rexhe Berisha rexhberisha@gmail.com 2016-06-23
~~ MPB CERT mpb.cert@rks-gov.net 2016-06-24
- Jeton Sadriu jeton.sadriu@rks-gov.net 2016-06-24
- Genc Jakupi genc.jakupi@rks-gov.net 2016-06-24
- Genc Hamzaj genc.hamzaj@rks-gov.net 2016-06-24 v
| = . . o7 A ......I.- =2y ’
W Add | A Remove I
Name © |  E-Mail ValidFrom |  ValidUntil |  Details |  KeyD
«| | L'

< Back || Encrypt I Cancel |

Né kété rast uné pshi zgjodha disa nga lista ime ...
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For whom do you want to encrypt?
Please select for whom you want the files to be encrypted. Do not forget to pick one of your own certificates,

| search... |l Certificates |
Name X E-Mail | validFrom | valid until 4]
-+ MPB CERT mpb.cert@rks-gov.net 2016-06-24
- Jeton Sadriu jeton.sadriu@rks-gov.net 2016-06-24 J
- Genc Jakupi genc.jakupi@rks-gov.net 2016-06-24
-~ Genc Hamzaj genc.hamzaj@rks-gov.net 2016-06-24
- Gazmend Krasniqi (GKrasniqi) gazmend.krasniqi@hotmail.com 2015-09-01
- Gazmend Krasnigi gazmend.krasniqi@kosovopolice.com 2015-04-20 v
« " T ST TR »
W Add | A Remove I
Name E-Mail | valdFrom | validunti | Details | Kkeyd |
- Rexhé Berisha rexhe.berisha@rks-gov.net 2016-06-23 OpenPGP  B4R09800
~~MPBCERT  mpb.cert@rks-gov.net 2016-06-24 OpenPGP  67F1DCé6
-~ Genc Hamzaj genc.hamzaj@rks-gov.net 2016-06-24 OpenPGP  C97F4ABRB
- Besnik Limaj besniklimaj@gmail.com 2015-04-17 OpenPGP  791ECCB7
“- Artan Dreshaj artan.dreshaj@rks-gov.net 2016-06-23 OpenPGP  C757E405

<tack [ Enawpt | conce

Pasi qé i keni zgjedhé nga lista ata té ciléve déshironi gé t'ua dérgoni kété
dokument té enkriptuar atheré e shtypni butonin Encrypt.

AsguEnenperie 2] x]
Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed.
NN RN NENE NN 00%

V¥ Keep open after operation completed

< Back | Finish I Cancel
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Pasi qé e enkriptoni dokumentin atheré file té enkriptuar e gjeni né folderin ku e
keni pasur dokumentin origjinal.

Asignnnpties 2] x|
Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed.

¥ Keep open after operation completed

< Back | Finish I Cancel

Dokumenti i enkriptuar e ka ekstenzionin .gpg

Select One gn and — ol x|
OO l |~ Friends v Encrypted files v Shembull v I Search Shembull @
Organize v  New folder = v 0 @

¢ Favorites ={_ Name + | Date modified | Type
Bl Desktop @ An Introduction to Cryptography 6/25/2016 11:02 PM  PDF Document

8 Downloads
2] Recent Places

B AnIntroduction to Cryptography.pdf.gpg  6/26/2016 3:57 PM GPG File

4 Libraries
Documents
J Music
|| Pictures
B videos e

& Homegroup

1% Computer ~| 4 | |
File name: IAn Introduction to Cryptography.pdf.gpg _'.I IAII Files (**) _vJ

Open I
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Né ményré té njejté pérmes aplikacionit Kleopatra béhet edhe dekriptimi i ndonjé
dokumenti t€ enkriptuar i cili u éshté dérguar pérmes emailit.

File View Certificates Tools Settings Window Help

(58 New Certificate... Ctrl+N 2edisplay 0 Stop Operation ’ @% Lookup Certificates on Server @ Clipboard
@8 Lookup Certificates on Server... Ctrl+Shift+I

[z9 Import Certificates... Ctrl+1 rtificates |

By B Certicates.. _— ValidFrom | ValidUntl |  Details |  KeyDd

1@ Export Secret Keys.., g::gj: mxi i:z;:gg:

4 Export Certificates to Server... Ctrl+Shift+E  2015-04-17 OpenPGP 791ECCB7

Decrypt/Verify Files...

Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

€ Close Ctrl+W

Quit Ctrl+Q

I

E zgjedhni file t€ enkriptuar té cilin déshironi qé ta dekriptoni.

( JC ) [l ~ Friends v Encrypted files + Shembul + |23 [ search Shembull @

Organize v  New folder = v 0

-

¢ Favorites = | Date modified
B Desktop B An Introduction to Cryptography.pdf. 6/26/20163:57PM  GPG File
yptography.pdf.gpg
j. Downloads

&l Recent Places

(- Libraries
Documents
J’ Music
|| Pictures
B videos e

& Homegroup

% Computer ;I <« | |
File name: |An Introduction to Cryptography.pdf.gpg ;I IA“ Files (*.%)
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™ Decrypt/Verify Files l‘ﬁ]

Choose operations to be performed
Here you can check and, if needed, override the operations Kleopatra detected for the input given.

Input file:  C:\Users\AZTECH\Desktop\Security Keys\Friends\Encrypted files\Shembull\An Introduction to Cryptography.pdf.i
™ Input file is a detached signature

Signed data: I |

[ Input file is an archive; unpack with: ITAR (PGP®-compatible)

«| | L]

[V Create all output files in a single folder
Output folder: |C: Users/AZTECH Desktop/Security Keys/Friends/Encrypted files/Shembull g EJ
Back I Decrypt/Verify Cancel |

Pasi qé e shtypni butonin Dectypt/Vetify atheré u kérkohet qé té vendosni
Passphrase tuaj. KUJDES! Pér kété arsye kurr mos e harroni kété Passphrase pasi
g€ pa te nuk do t&€ mund té dektiptoni as mesazhe/emaila dhe as file té enkriptuar
q¢ u jan dérguar.

 Decrypt/Verify Files 2 x|
Results

Operation 1: Decrypting: An Introduction to Cryptography.pdf.gpg...

‘( Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
‘ | "Besnik Limaj <besniklimaj@gmail.com>"

2048-bit RSA key, ID 1E18C687,

created 2015-04-17 (main key ID 791ECCB7).

Passphrase I

oK | Cancel

IV Keep open after operation completed

Back |  OK | Cancel
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Kapitulli

Enkriptimi dhe dekriptimi i
mesazheve apo emailave

Né qofté se nuk e keni t€ instaluar plug-in pér Outlook apo pér Thunderbird té
cilét 1 pérdorni pér dérgim dhe pranim té emailave atheré u rekomandoj qé
enkriptimin dhe dekriptimin e mesazheve ta béni pérmes. Clipboard opcionit te

aplikacionit GPA

GPA
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Né Clipboard e shénoni mesazhin, tekstin apo emailin t€ cilin déshironi qé t'a
enkriptoni.

File Edit Windows Help

& | oo
Clear

Cut Copy Paste

a Clipboard

Kete mesazh dua qe ta enkriptoj

& B B @ * ® B O

Sign Verify Encrypt Decrypt | Preferences | Keyring Files Card

Pershendetje ...
BlaBlabla...
dsfsdfds

sdfd

Me te mira,
Besniku
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Pasi gé e shénoni mesazhin apo porosiné apo emailin qé déshironi qé ta enkriptoni
e zgjedhni nga lista e atyre qé i keni né rreth (ua keni celsat publik ne keyring tuaj).
Mos hatroni qé ta selektoni edhe vetén tuaj sepse pérndryshe nuk do té mund qé
ta dekriptoni kété mesazh pastaj nése keni nevojé.

User Name

1A289323 Besnik Limaj <besnik.limaj@encysec.eu>

791ECCB7 Besnik Limaj <besniklimaj@gmail.com>
C97F4ABB Genc Hamzaj <genc.hamzaj@rks-gov.net>

67F1DC66 MPB CERT <mpb.cert@rks-gov.net>

OFB5F5A4 Gazmend Krasniqi (GKrasniqi) <gazmend.krasniqi@hotmai
C757E405 Artan Dreshaj <artan.dreshaj@rks-gov.net>

ﬂmrﬂ::c ﬂ:vmand y':fﬂ;ﬂ; /n:vmnnf‘ l":fﬂ;ﬂ;ﬁ"ﬂfﬂ\lﬂnﬂl;fﬂ rnm‘;]
p » |

" Sign

Sign as

KeyID ¢ | User Name 4

791ECCB7 Besnik Limaj <besniklimaj@gmail.com>
1A289323 Besnik Limaj <besnik.limaj@encysec.eu>

MV Armor

OK Cancel
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Pasi ge e shtypim butonin OK, mesazhi enkriptohet dhe vetém ata qge i kemi
zgjedhé nga lista me sipér mund ta dekriptojné két€ mesazh pérmes Passphrasé té
tyre. Mesazhi i enkriptuar duket né kété¢ ményré.

& GNU Privacy Assistant - Clipboard o [=1 )
| File Edit Windows Help |
2 % B 0O & 2 8 @ #* ® B

Clear Cut Copy Paste | Sign Verify Encrypt Decrypt | Preferences | Keyring Files Card

ﬁ Clipboard

----- BEGIN PGP MESSAGE----- -

Version: GnuPG v2

hQEMALIL6HgeGMaHAQf/ahZ9xqScmaomVpUCkMxUUzY+y5SrCMntKzOfYjW118ToA
61aRTEYmJ5t/pKrRCh5xohMazccNill3tykCXjxVafpzVWskkkUFV5L4184eWUdk
tPVIrWoWolvHESI3VKMUnvp)zhKmWk3emWMSvIUX4njoYzT GuwvlhKnjtEDJeuTfx
+BrPtkAmyWujemqlL3YppLxzMCmOrB8KLgbofxd Waqmxh5TzkuvARSIhMdSty3VR
d57T53nJELODCmEQvPEWSHVNZY5+K/SnQ/U4TxbWivzxekseNySQc5vE A7 GrSFG
8dwlcGAE//tTfqmqiMfSpgOksyRGriHskioHEBSwYIUBDAN70IacXuhEvwEIAOCQS
XC8IVFoK/79fPDgoGzQeyMYk2v03i2jKSCY12)7y/XvqwenRoYvfOSHmMxmbJjhcw
ZXrNYivFJ02aTWZwZyGEaWzxbAs4 FVPj2pGgdvKXzqXIEHgoeqgSgImURNIMah/f
8RMY5dmisddOfw3uTelbhbtkK01EG3eE2C8GzuAxU6 OMfwnNck2hH3DplL2w/ZRbTS
tzoyamvGE3r63vO1FI/vZYewyBMLZW7j1 TtMOMueMvL CHMiQUwKZ8DkwGWEEPmM Oz |
2/olnwluMI/h1EEBbxKMkmeQVPcPP+5fSiQqpl/wK8Jg8 GVU55FqNQofQ5K3ZgKD
20NJYViHYRtO17IH10eFAQwD oxd TKITs6HQBB/9idXktOisLNSICQIXZZ+dZaTXZ
pLmBPsmmQBuRw4VPLETOREIyKRHTWq/UWHRYhwUogcsMnFFS4Z/crl+ XwDysAz
V44rMSDgzKOMa0kXImnUVJEE2hy3fKwjabvy7)cScswl)/uOHKPM4GfDoFfVQY2Dy
j8/rQ0oLYKPaDK0fzCylqqlaa/EnY6hESglFqccr)jFAqQryVawDjp)MOtIMAjCK
e0AINrNxZOLHXAgGOMvLmxM54WRb D+ h7 QCilmZUVullo@4 + SujMfCkABNFMGEfGb
cdSH74efOudpqyl CsuaCJSwie8Wol TqD8iC8Bn16e3wdID3CVTNG6oGyINIAThQIM
ABulkZqWsDX2AQ//WfkpDPZFt6D150gJV6VmCyo30nRSooSuCRI/ACCIXWsWw)G1
06RCqnXy0R8WjutGHDNPVERBkANkikqkCXoyRHkrZ8Alqz5QeMHyOrpk3eRNRQo

N8r/B33It4VAyRqccodTmqallLL/9HNIT1 gv5sAK3hZbCiltn+M1cWcWn2eq2ZD6 L]
WRAMRAAVEONIELT -1 (KN ASD A ralbect 071 ima L namr AEVAZY ANe TIVA £ A0

Kété mesazh mund ta dergojmé ose pérmes emailit te personat qé i kemi zgjedhur
ose pérmes rrejteve sociale psh Facebook etj ...

Jon Limaj 2% ma T X

To chaty and other friends, turn
1 on chat
—BEGIN PGP PUBLIC KEY BLOCK—
Version: GnuPG v2

MQENBFUxC/0BCACz1j6jCL3KaZPFa4
7kZxM+PAyOhkhDRaAb9hP1paBHBUKx «

.

i

NEé qofté se psh Joni té cilit ja dérgova porosiné pérmes chat né Facebook, nuk ka
qgené né até listé pér té cilét e kemi enkriptu mesazhin atheré ai nuk do t€ keté
mundési g€ ta dekriptoj.
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© Besnik Limaj
Agim Ramadani 36, 10000 Prishtine, Kosove
Email: besnik limaj@encysec.eu

Www.encysec. cu
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